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CES E R Strengthen the security and resilience of the U.S.
energy sector from cyber, physical, and climate-based

M iSSiO n risks and disruptions.

Evolving Threats
to Energy Infrastructure

Cyber Threats Climate Risks Physical Threats EMP | GMD Supply Chain
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How We Work: Energy Risk Management

Coordination with Federal Interagency, Regional, State and Industry Partners

Risk Management Tools

& Technol :
echnology Response & Restoration
Before Requirements Development Energy : After Action, Gap Analysis,
Events Emergenmes and Recovery Coordination

Preparedness, Policy,
& Risk Analysis

DOE is the Sector Risk Management Agency for the Energy Sector
DOE is the federal coordinating agency for Emergency Support Function #12 (Energy)
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Collaboration and Coordination is Essential

State, Local, Tribal, and Energy Government Industry Councils
Territorial (SLTT) Governments Coordinating Council (EGCC) ustry Lou
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Information Sharing Across the Energy Sector

Information Sharing and
Analysis Centers (ISAC)

E-ISAC

ELECTRICITY
INFORMATION SHARING AND ANALYSIS CENTER

A DIVISION OF NERC

‘ | Information Sharing
I = ‘ & Analysis Center

Fueling the Exchange of Cyber Intelligence

== DNG-ISAC

& ms-IsAC’

Multi-State Information
Sharing & Analysis Center®

Energy Emergency Assurance Coordinator
(EEAC) Program facilitates 2-way information
sharing between DOE and states leading up to
and during an energy disruption or emergency
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Energy Emergency Assurance Coordinators (EEACs)

* The EEAC Program is a cooperative effort between ot
CESER, NASEO, NARUC, NGA and NEMA to enable
information sharing leading up to and during an energy
disruption or emergency ENERGY it immss™

and Emergency Response

* (Goal is to improve information-sharing and

communication and lower response times. Monthly Energy Analysis Brief

Created by CESER for Energy Emergency Assurance Coordinators (EEACS)

 States designate primary and secondary contacts Enersy Emersency Assurance

_ _ _ Coordinators (EEAC) Program
* Provides credible, accurate, and timely source of \

information and updates on actions taken.

TLP AMBER DOE
SITUATION REPORT

CESER’s SLTT Program sends states a monthly brief
with analysis of past disruptions via the EEAC listserv
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https://www.energy.gov/ceser/energy-emergency-assurance-coordinators-eeac-program
https://www.energy.gov/ceser/energy-emergency-assurance-coordinators-eeac-program

State and Regional Energy Risk Profiles

: :
Energy Sector Risk Profiles ~
examine risks, hazards and their EISGEEE Eu_egev:

ENERGY SECTOR RISK PROFILE

impacts to energy infrastructure | =" I T

of the risks that the state of Florida's energy infrastructure
routinely encounters in comparison with the probable

o impacts. Natural and de hazards with th ial to
cause disruption of the energy infrastructure are identified.

 Created for all 50 U.S. states | "/ ";\\ =

M they may not adhere to geographic boundaries, have limited
a n d 10 F E IVI A R e I O n S 4 occurrence, o have limited historic data. Cybersecurity and other
threats not included in these profiles are ever present and should
Florida State Facts be included in state energy security planning. A complete list of
data can be found in the

ﬁ n ﬂ Data Sources document.
POPULATION HOUSING BUSINESS ET
UNITS ESTABLISHMENTS i i i -
° H 21.30M 9.55 M 0.55 M Florida Risks and Hazards Overview
l I s < * The natural hazard that caused the greatest overall property AL
Va I a e O e loss between 2009 and 2019 was Hurricanes at $873 million

PUSLIC UTILITY COMMISSION: Florida Public Service per year (5th leading cause nationwide at $1.9 billion per year).

Gulf of Mexico

Commission

= STATE ENERGY OFFICE: Flcrida Office of Energy + Florida had 162 Major Disaster Declarations, 206 Emergency Power Plants i )
EMERGENCY MANAGEMENT AGENCY: Florida Division of Declarations, and 3 Fire Management Assistance Declarations Installed Capacity (Megawatts) Pn.ma'gGI-n-m-on Source
Emergency Management for 18 events between 2013 and 2019, sy o ks
AVERAGE ELECTRICITY TARIFF: 10.31 cents/kWh I ra b Lo s B T e ) 751- 1,500 MW Natural Gas
ENERGY EXPENDITURES: $2,721/capita + Florida registered 43% fewer Heating Degree e 1,501 - 3,000 MW ®  Nuclear
ENERGY CONSUMPTION PER CAPITA: 201 MMBtu 30% greater Cooling Degree Dy than averay ® oi

3,501 - 6,500+ MW ®  Renewable

(47th highest out of 50 states and Washingtan, D.C) « There are 3 Fusion Centers in Florila. The Primary Fusion

$1,039.2 billion Center is located in Tallahassee. Transmission Lines (Kiovalts)

: : — 220-315kV Utility Company*
345450 kV *Shaded by Company
J rofiles include a hazar aea e Bevsa e
Due to Natural Hazards, 2009 -2019 —735-765kV Data Sources: ANL 2019
HAZARD PROPERTY DAMAGE - Assualized —— 1,000 kv (OC} ESRI 2019; £IA 2019
ANNUAL ENERGY CONSUMPTION meeauency - | Sacmenry oo

ELECTRIC POWER: 238,990 GWh Asnushized

overview, and key energy SRR, = 1

MOTOR GASOLINE: 171,500 Mbbl Earthquke o | o s0
DISTILLATE FUEL: 54,400 Mbbl =35M)
Extrome Heat 1 so

infrastructure trends and BRSNS Tl e

Coak: 10 plants, 212 TWh, 8.6 GW total capacity
Hydro: 1 plant, 0.2 TWh, 0.0 GW total capacity

. "
Natural Gas: 68 plants, 182.0 TWh, 46.4 GW total capacity -,
impacts across the electric SRR ey T
’ Petroleum: 18 plants, 1.5 TWh, 1.9 GW total capacity Thunderstorm gl
Wind & Solar: 65 plants, 3.9 TWh, 2. GW total capacity & Lightning
Other sources: 46 plants, 7.6 TWh, 1.7 GW total capacity s ? s =

petroleum, and natural gas B .

ETHANOL: 0 Mibl Winter Storm i{- s s

Datafrom £i4 (008, 20198 St Petroleum Terminals

Data Sources: MOAA and USGS Storage Capacity (Thousand Barrels) Biorefinery {Ethanol)
O 50-250 Mbbl A Petroleum Refinery - ~

Hurricane

% 251-750 Mbbl Crude Pipelines.
751-1,500 Mbbl :
e 1,501 - 3,000 Mbbl —— Refined Product Pipelines
O 30m-g500e oo s sours 42019 "
: —_—
BA2019; ESR 2019, Pans 2021 | g = o
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https://www.energy.gov/ceser/state-and-regional-energy-risk-profiles

State Energy Security Plans (SESP) 40108

Purpose

State energy security plans—
1) assess the existing circumstances in the State

2) propose methods to strengthen the ability of the State,
in consultation with owners and operators of energy
infrastructure in the State to:

 secure the energy infrastructure of the State
against all physical and cybersecurity threats;

 mitigate the risk of energy supply disruptions to
the State; and to enhance the response to,
and recovery from, energy disruptions; and

* ensure that the State has reliable, secure, and
resilient energy infrastructure.

*Section 40109 provides $500 million in financial assistance for states,
contingent upon SESPs meeting Congressional requirements.

Contents

A State energy security plan shall—

address all energy sources and regulated and unregulated
energy providers;

provide a State energy profile, including an assessment of
energy production, transmission, distribution, and end-use;
address potential hazards to each energy sector or system,
including physical threats and vulnerabilities; and
cybersecurity threats and vulnerabilities;

provide a risk assessment of energy infrastructure and cross-
sector interdependencies;

provide a risk mitigation approach to enhance reliability and
end-use resilience; and

Address

A. multi-State & regional coordination, planning, and response; and

B. coordination w/ Indian Tribes w/ respect to planning and
response; and

C. to the extent practicable, encourage mutual assistance in cyber
and physical response plans.
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State Energy Security Plan FY23 Review Results and Key Dates

FY23 Review Results

o« 206 states addressed all
elements!

e 23 states have 1-2 elements
remaining

e 7/ states have 3 or more
unaddressed elements
remaining

September 30, 2024 - states that have not

fully addressed all 6 elements must resubmit
SESP to DOE

States that have fully addressed all 6
elements submit a Governor's Certification -
guidance forthcoming

Delivery of applicable FY25 federal financial
assistance to states may be delayed or
withheld under Part D of Title Ill of EPCA, if a
fully compliant SESP is not received and
verified by DOE.

BIL Sunset 10/31/2025
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DOE Energy Security & Grid Resilience Cohorts: Launching!

* Risk Assessment Approaches

* Risk Mitigation Strategies

» Grid Resilience Metrics

 Grid Resilience Grant Implementation

* Regulatory Mechanisms to Support Grid Resilience

* Resilience Valuation Frameworks

*Cohorts are led by CESER/GDO in collaboration with NASEO, NARUC and PNNL
*DOE may launch additional cohorts in 2024 consistent with state feedback and needs

Scan code to sign up NOW!
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Upcoming Technical Assistance Products

Energy Threats & Risk
Landscape Vulnerabilities Assessment
Elements1 & 2 Element 3 Element 4

Risk Mitigation
Approach

Element5

Risk Mitigation
Implementation

T

U.S. DEPARTMENT OF | Omeoor
Cybersecurity, Energy Security,

GY | 2 Emergency Rosponse

Risk Mitigation
Approach Guidebook
for State Energy

~

Required in State Energy Securi

U.S. DEPARTMENT OF

ENERGY | i sumseo

Risk Assessment

Essentials for State
Energy Security Plans

Security Plans

Exhibit 2. Steps in Development of the Risk Mitigation Approach

® 6 &

RE!IE!ALBISK.EBQBLEM IQENJJH_BEIS F.SIABLISH.BISIS
Revnew Risk Problem Identify potential projects,

Statements from the Risk plans, or activities to address Develop a decision
Assessment to focus the the Risk Problem framework to evaluate and
development of the Risk Statements. prioritize potential Risk

Mitigation Approach. Mitigation Measures.

STEP3

U.S. DEPARTMENT OF ENERGY

THREAT

Anything that can damage,
destroy, or disrupt energy
systems, including natural,
techno-logical, human/
physical, and cyber-security
events.

VULNERABILITY

CONSEQUENCE RISK

“Vulnerability” refers to the
susceptibility of an energy
infrastructure system to
damage, loss, or
degradation caused by a
threat due to weaknesses
within the system or due to
the system’s dependence
on critical supporting
systems or material,
technical, or workforce
resources affected by the
threat.

The effect of the loss or
degradation of an energy
infrastructure asset on
energy supply or service,
and the associated
indirect impacts of those
losses on society.

The potential for the loss
or degradation of energy
supply or services, and
the associated indirect
impacts of those losses
on society, resulting from
the exposure of energy
infrastructure to a
threat.
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State Energy Security Action Checklist

v’ State Energy Security Planning
= Update SESPs Energy Waivers L|brary

= Actively participate in exercises, capture areas of improvement, and OVERVIEW OF WAIVER-GRANTING DEPARTMENTS AND AGENCIES
implementation 1. PRODUCTION AND SUPPLY R
= Review your state's emergency authorities and mutual aid processes 1L TRANSPORTATION AND DISTRIBUTION R
= Clarify state agency roles and responsibilities for cybersecurity . FUEL USE +
= Visit CESER Website and Emergency Response Hub for DOE Situation Reports :

Energy Waiver Library

v Emergency Response Logistics
= (Create EAGLE-I Account: https://eagle-i.doe.gov/login/accountRequest

= Check EEAC contacts in ISERNet: https://www.oe.netl.doe.gov/ISERNET/login.aspx

Department of Energy

= Know your DOE ESF-12 Regional Coordinator: Emergency Response Hub
Email energyresponsecenter@hqg.doe.gov for contact information.

Access Situation Reports and
Resources for Disasters

= Bookmark Energy Waivers Library

Emergency Response Hub
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https://eagle-i.doe.gov/login/accountRequest
https://www.oe.netl.doe.gov/ISERNET/login.aspx
mailto:energyresponsecenter@hq.doe.gov
http://www.energy.gov/ceser/energy-waiver-library
https://www.energy.gov/ceser/emergency-response-hub

CESER Supported Resources

Energy Emergency Response and Preparedness
Plannlpg v_vnth Rt_:ral Electric Cooperatlvgs:: Energy Emergency and Preparst i
A Coordination Brief for State Energy Officials Frequently Asked Questions (FAQs) and

Quick Guidance on Crisis Communications

Based on the 2022 Fractured Freeze Exercise

State Action Guide for Energy Resilience Projects
Under FEMA’s Building Resilient Infrastructure and
Communities (BRIC) Program and Other Hazard

Mitigation Assi (HMA) Prog

Technical Guide

November 2022

State Action Guide for Energy Resilience Proj
Under FEMA's Building Resilient Infrastructure an|  VASE i 1
Communities (BRIC) Program and Other Hazard ey ohes ENERGY i@y mdme ™
Mitigation Assistance (HMA) Programs

Energy Emergency

: Quick Guide
SN[dI;Q‘?]'l\’AS&??ﬁ:‘mf%i Amodcw's Sechiy Doepersinss Response PlaybOOK November 2022
) for States and Territories [i—

May 2022

SLTT Program Resource Library
| Department of Energy
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2024 Sneak Peek

* Energy Security Planning Bootcamp (NASEOQ)

* Follow-up bootcamp based on feedback from states. Coordination with NARUC, NGA, and NEMA, on
attendees.

* Physical Security Workshop (NGA, NASEO)

* Bring together entities across the state (e.g., law enforcement, national guard, etc.) and subject matter
experts to discuss physical security threats, associated risks, and potential practices for physical
protection of critical infrastructure.
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CESER SLIT Contact Information

Grant Falk
SLTT Fellow

Grant.falk@hg.doe.gov

Alyse Taylor-Anyikire, PhD
SLTT Program Manager
alyse.taylor-anyikire@hg.doe.gov

Megan Levy
SLTT Project Manager
Megan.levy@hqg.doe.gov

Protecting our energy
infrastructure is our
shared responsibility.

~ Joel Nelson
Energy Industry Specialist
Joel.nelson@hq.doe.gov
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@DOE_CESER

linkedin.com/company/office-of-cybersecurity-energy-
security-and-emergency-response

energy.gov/CESER
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